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Black Forest — moiiHas
YTUJINTA [OJI15 3alllUTHL OT
MIITHOHCKUX IIPOTrPaMM,
BPEIOHOCHBIX IIPOTPAMM U
0oTHeTOB. OH IIOAIEPKUBAET
BCE OCHOBHBLIE
AHTUILIINOHCKUE U
AHTHUININOHCKHNE IIPOTPAMMEI.
Black Forest umeert
YHUKAJIbHYI0 0COOEHHOCTD
ynoOHOro nHTEpdenca. ITo
MOZKET IIOMOYb BaM OOPOTHCS
co mnuouckuM I10,



pekinaMHbIM [10,
BCIIJIBIBAIOIIIMMU OKHAMH,
TPOAHCKHUMHU IIPOrpaMMaMH,
YepBSAMH, TPOSTHAMHU U
[IOLO3PUTEJIbHEIM
[IPOrPaMMHEBIM 00eCIIe4eHHEM.
Black Forest 6ecnnaTteH, HO
eCTh IIJIaTHAs BePCHUS IOJId TeX
[I0JIb30BaTEJIeN, KOTOPHIM
HYKHBI IOIIOJIHUTEJIbHEIE
(OYHKIMY, TaKUe KakK
JINIIEH3UOHHBIN KJTIOU.
[Togmepxxkka Bcex Microsoft
Windows XP, Vista, 7, 8, 8.1,
10.x u 1. o. IlogmepkKKa BCex



HACTOJIPHBIX ¥ IOPTATUBHEIX
KOMIIbIOTEPOB, [IK 1 HeTOYKOB
n T. 0 CoOBMECTHM CO BCEMU
MEXIYHAPOOHBIMUA BEPCUAMMU
Windows XP, Windows Vista,
Windows 7, Windows 8, 8.1,
Windows 10 u T. 1.
CucrteMurie TpeboBaHus: OC:
Windows XP, Windows Vista,
Windows 7, Windows 8,
Windows 8.1, Windows 10 u T.
0. OnepaTtuBHaga naMAaTh: 1024
MBb unu Oonpire, Kak
PEKOMEHI0OBAHO
npou3BonuTesieM lIpexage yeMm



aKTHUBHPOBATH IIPOrPaAMMY, S
MyMalo, BHI JIOJIXKHEI 3HATh, KakK
3TO CcHOeJsiaTh 0e30IacHO U
IPEeIOTBPATUTH IIOTEPIO BAIIUX
maHHBIX. [ToxkanyucTa,
B3TJISHUTE Ha CJIeNyIollue IBa
BUIE0, KOTOPHBIE 51 BKIIOYUII B
KOHIIe 3TOTro 0030pa. B rmepsom
BHUOEO0 II0KAa3aHO, KaK
aKTUBHUPOBATH IIPOTPaMMy, a
BO BTOPOM — KaK ee
NeaKTUBUPOBATh U YIAIUTE.
ECJIX BBEI XOTUTE IIOOEJIUTHCH C
HaMm¥ [1K, KOTOPHIN BEI
HCIIOJIb30BaJIX OIS



TECTUPOBAHUS IPOrPAMMHOTO
o0ecIiedyeHus1, Mbl OyIeM paghl
OBICTPO OLIEHUTH €0
IIPOU3BOOUTEJILHOCTE. B
[IPOTHBHOM CJIY4ae MEI
[IPOTECTUPOBAJIN IIPOTPAMMY
Ha n1pobHou Bepcum Windows
10, paboTaroiien Ha
npoiieccope Core 15 C
TakTOBOU 4Yactorou 1,7 I'l'11, C
4 I'b O3Y u XKeCTKUM JHUCKOM
Ha 500 I'b. Bugeokapra I1K —
Dell Vostro 3500 (Intel HD
Graphics 4000), HO maxe
10CJIe YCTAHOBKU IIPOrPaMMBbL



BCE 3TU KOMIIOHEHTEHI
OOJIBIIIYIO YaCTh BDEMEHU
IIPOCTAUBAIOT, 3a
CJIEAVIOMIMMHU UCKIIIOYEHUSIMMU:
PaboTta c Black Forest
(cucteMa Anti Bot-Net):
BBemeHue: B oTiinyue OT
MHOTHX IPYIUX aHTUBUPYCHBIX
M aHTUBPETOHOCHBIX
nporpaMM, Black Forest (Anti
Bot-Net System) Bkiro4daeT B
ce0s1 BCTPOEHHBIN N YNCTHIU
CKaHeP, KOTOPBLIK MOXKET
IIOCTOSIHHO KOHTPOJINPOBATH
BAIIly JIOKAJIbHYIO CETh, YTOORI



HauTHu [IK, 3apakeHHbIe
ooTHeTOM, IIK 3apaxkeH
BPEIOHOCHBIMU (paulyiaMi ,
TaKle KaK YePBHU, TPOSHHI,
mnuoHckoe I10 u 1. 0. OH
OymeT nmpenyapekaaTh Bac O
TOM, YTO BaM HY>KHO 3HATh O
BalieM 1K, 1 uH)OPMHUPOBATH
BacC O
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[TopTaTuBHAa OeclilaTHA
nporpamMMma Black Forest (Anti



Bot-Net System) Ornina
pa3paboTaHa 1
OTCKaHMPOBAHA IIEJIble apPXUBLI
BCEMUPHO n3BeCTHOro CNET
34 HECKOJIbKO MHUHYT U
oOHapyKeHEI OIIPeneIeHHEIE
CTPOKH, COIepKallue
MHCTPYMEHT 3apakKeHUsI
KaXXObIM OeHb. TakKuM 00pa3oM
MOZKHO IJISI IIPSIMOTO
oOHapyKeHus 110001 OOTHET-
aTaKM, IIPOUCXOOAIEH Ha
BallleM KOMIIBIOTEPE.
Hukakoro oOHapyzKeHus,
HUKaKUX JIOJKHBIX



cpabaTheIBaHUM, TAaK HAMHOT'O
npoiie. YepHHBIH Jiec (aHTH
Bot-Net System) o4ueHb IIPOCT
B MCIIOJIb30BAHUU U paboTaeT
IpY HU3KOU Harpy3ke Ha LIII.
Bbl MOXKeTe HayaTh C HaxKaTue
KHOnKU. Black Forest
(cucteMa Anti Bot-Net) Takxe
MOZKEeT 00HaApPYKHBaTh
CUCTEMBI 0€3 aKTHBHOTO
IOOK/II0OUeHUd K HTepHeTY.
Black Forest (Anti Bot-Net
System) He TpeOyeT
YCTAHOBKH. OTO aBTOHOMHBIU
M IIOPTATUBHBIM MHCTPYMEHT.



Brl MOKeTe 3anyCTUTh ero 0e3
3anycka. Black Forest
(cucteMma Anti Bot-Net)
[I0OKa3LIBAET BCE
0OHapy>KEHHbIE CUCTEMEHI
TakXe C agpeca. [Ipu aTom
Black Forest (Anti Bot-Net
System) ToxKe ITOKa3kIBAeT BCE
[IOPTHI OTKPBIBAETCSA KaXKI0M
00OHapyKeHHOU CUCTEMOH B
Ballled ceTU. TakKuM 00pa3oM
3JIOYMHIIIJIEHHUK MOZKET
HaXOOUTh C IIEPBOT0 B3TJIAa
[IeJIU er0 aTaKu. Bel MoxeTe
3a0JI0OKUPOBATh



[IOO3PUTEJILHEIE TIOPTHI,
BCTaBUB afapec OpaHOMaya3pa
Ha BallleM MapIIpPyTHU3aTope,
eCJI¥ OH V Bac ecThb. Black
Forest (cuctema Anti Bot-Net)
VCIIOJIb3YET HOBEUIIINE
MeTOObl OOHapyxKeHusd. A
OYeHb HHM3Kas 3arpy3kKa
mpoliieccopa. HeTt 10XKHEIX
cpabaTreiBanui. Black Forest
(cucteMa Anti Bot-Net)
I03BOJIIET IPOBEPUTH, ECTH JIU
BPEeOOHOCHBIE IIPOTPAMMEI,
aKTHBHEIE Ha BallleM
KOMIIbIOTEPE, CKAHUPYS BECH



KOMIILIOTEDP. Bce
oOHapyKeHue BPedOHOCHBIX
IPOrpPaMM OCHOBAHO Ha 0a3e
MAHHLIX pelrnyTaluu 1
CUTHATyP HECKOJIBKO
BCEMUPHO U3BECTHHIX YEPHBIX
CIIMCKOB, TAKMX KaK CIIMCOK
CNET, coucok SP Bot u
crircok Kaspersky YepHbIn
criucok. Black Forest (cucrema
Anti Bot-Net) Takke MOXKeT
00OHapPy>KUBATh TPOSHEI,
KENJIOTTEePHl ¥ IIPOrPaMMEbL
P2P B Balien cucreme.
[IporpaMMa TakzKe CIIoCOOHa



UIeHTU(MUIIMPOBATL BUPYCHI,
TPOSHEI U KEUJIOTTEPHI,
CBSI3aHHBIE C 9KCIIJIOUTHI,
HaIllpuMep, U3 CEMENCTB
Dridex, Zeus, SpyEye u Sobig.
IIpoBepbTE CBOM KOMIILIOTED
Ha «TOPAYYIO» CUCTEMY —
eIUHUYHOE ITOSABJIEHUE
[IOOO3PUTEIbHON
cucteMa.TakuM 00pa30M, BEHI
MOXKEeTe YCTPaHUTh
0OHapyKEeHHEe CUCTEMHEI,
KOTOPVIO BEI Y2Ke 3HaTh. Eciu
Black Forest (cuctema Anti
Bot-Net) 00HapyKHUT KaKylo-



100 MOJO3PUTEBHYIO
CHCTEMY Ha BallleM
KOMIIBIOTED OTIPABIISIET BaM
IOOPOOHEIM OTYET Ha BeD-
cTpaHuile. YepHEIN Jiec
(cucTeMa 3aIlUTEL OT
ooTHeToB) leaed4ebcO
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Yto Takoe 60THET boTHET —
3TO CEThb 3apakeHHKIX
KOMIIBLIOTEPOB,
KOHTPOJIMpyeMasi OTHUM
X03SIMHOM, KOTOPBIX OTBEYAET
3a CaMOPAaCIIPOCTPaHeHNE U
OTIIPaBKYy KOMaH[ OCTaJIbHOU
YacCTHU CeTHU. 11 3TOro eMy
TPpeOyeTCs KIIHEHT
(3apaxkeHHasd MallliHa),
MacTep (eIUHCTBEHHOE
OTBETCTBEHHOE JINII0) ¥ TOYKA
MOCTYIIa UJIXA VIIPaBIAOIIAN




cepBep. boTHETH YacTo
CO3alTCsd IIyTeM 3axBaTa
IPYTroro KOMIIbIOTEPa NN
CeTH, 4YTOOBI UCIIOIh30BATh €TI0
IJIS pacIpoCTpaHeHusd Ha
NPyrve KOMIIbIOTEPHI U JazxKe
CO3[aTh JIa3€eUKY IOJId OOCTYIIa
K KOMIIbIOTEPaM U
YCTPOHUCTBAM CBOUX XKEPTB.
3aTeM 3JI0YMBIIIJIEHHUK
MOZKET HCIO0JIb30BaTh 3TOT
03KOO0p OJISI KOHTPOJIS U
MOCTYIIa K KOMIILIOTEPAM U
yCTpouCTBaM. BOT mouemy
KrOeprogpa3meneHns



YEepPHOT'0 PHIHKA IIPOOaloT
MHOXeCTBO cepBepoB C&C
OOTHETOB [JIs 3arpy3Ku
BPEIOHOCHBIX IIPOrPaMM U
IOJIVYEHUS KOHTPOJISA Haf
THICA4YaMMU I10JIb30BaTEJIbCKUX
KOMIIbIOTEPOB. OUH TOJIBKO
OOTHET SIBMISIETCS IIPUYNHOU
OBICTPOTO POCTa CIIaMa,
(OUIMHTa, OHJIaNH-
MOIIIEHHMYECTBa, HE3aKOHHOMU
NesiTeIIbHOCTH U IPYTUX
KruOepnpecTynaeHuu. Anti-
malware — 3T0
PACIIPOCTPAHEHHBIN



MHCTPYMEHT 0€30MaCHOCTHU
071 3amuThe [1K oT
BPEOOHOCHBIX IIPOTrPaMM.
AHTUBUPYC TaKXKe MOXKHO
MCIIOJIb30BATh KAaK YEPHYIO
OBIPY OJISI HACTOSAIIUX
BPEIOHOCHEIX IIporpaMM. Kak
aHTUBUPYCHI U
aHTUBPEOOHOCHEIE IIPOrPaMMEL
MOT'YT 3alIUTUTE 1K Huxke
[IPUBOOUTCS IOAPOOHOE
00BsSICHEHME TOT0, KaK
aHTUBUPYCHEIE U
aHTUBPEOOHOCHEIE IIPOrPaMMEL
paboTaloT C BPeOOHOCHBIMHU



IporpaMMaMu 1 OOTHETAMHU.
ba3oBasg aHTUBUPYCHAL
[IporpaMma COOePKUT
ciaenyooime QyHKINN:
YOanuTs BpeoOHOCHVIO
nporpaMmy. Korma mporpaMma
oOHapyzKeHa U IpHU3HaHa
BPEIOHOCHOM, AaHTUBUPYCHOE
IIO MOXKeT CKaHMPOBATh U
YOAJIUTh IIPOrPaMMy. ITO
HanOoJjiee pacopoCTpaHEeHHAs
M I10JIe3Had PYHKIMA
aHTUBUPYCHOU IIPOTPAMMEI.
CKaHUPOBaHNE HAa HaJIN4YUe
BPEOHOCHBIX



[IporpaMmM/ImporpaMm-
BEIMOTaTesien: BpemoHoCHad
[IporpaMMma/IporpaMMEl-
BEIMOTI'@TEeJI MOT'YT
PaCIPOCTPAHATHCS II0 CETH U
MOT'VT IIPENCTaBIATE
[IOBHIIIIEHHLIN PUCK OIS
Balllero KOMIIbIOTEPA U
0e30MaCHOCTH JAHHBIX. BOT
moyeMy autTuBupycHoe I10
MOXKET CKaHUPOBATh U
yoanaaThk BpemoHocHoe 110.
CKaHUPOBaHNE HAa HaJIM4YUe
TPOSIHOB: IIPOrpaMMa 3alllUThI
OT BPEOHOCHBIX IIPOTPaMM



MOXKeT 00HapyXKUTh trojan.
TposHelr MOXKET YCTAaHOBUTE
Ha Balll KOMIILIOTED CKPBITHIE
METOIBI JOCTyIIa (03KIOPHI).
AuTtuspenonocHoe 10 MmoxeT
CKaHHUPOBATH U VOAIATH €TO.
CKaHUPOBaHME Ha HaJIU4yMe
BPEOOHOCHBIX IIOOKITIOYaEMBIX
Moayen Opay3epa. Be0-
Opay3epHl IINPOKO
VICIIOJIb3VIOTCSI MHOTMMHU
10JIb30BATEIISIMU
HMuTepHeTa.llOCKONIBKY 9TH
Opay3ephl CKJIIOHHHL K 3aXBaTy
BPEMOHOCHHIX IIPOTPaMM, a X



PUCKHU, CBSI3QHHEIE C
BPEOOHOCHBIMHU ITPOTPaMMaM¥,
pacTyT, 3aluTa OT
BPEIOHOCHBIX ITPOTPaMM
BKJIIOYAET 3alluTy Opay3epa.
CKaHUPOBaHME Ha HaJIU4yMe
CKPBITOTO M pekyaMHoro I10:
CkpriTOE U peknamuoe 110
paboTaeT Ha BallleM
KOMIIBIOTEPE B (DOHOBOM
pexume. OH coOupaer
He0OXOOUMYIO BaM
MH(OOPMAaIMIO, TaKYyI0 KakK
IIPOCMOTP Ballled UCTOPHUU
HMHTepHEeTa, IPOCMOT]P BeO-



CTPAHUII ¥ JaXe 3arpy3ka
MHPOPMAILIMXU Ha KOMIIBIOTED
0e3 Balllero BeIoMa.
CremoBaTebHO,
auTuBHpycHoe 110 MmoxeT
CKaHUPOBATh 3THU JEeUCTBUS,
4TOOBI IIPEIOTBPATUTD UX U
00HAPYKUTh HACTOSIIIHE
3apaxeHud. Haugure

IOAX0oAsIiee aHTUBUPYCHOE
[10
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Black Forest (Anti Bot-Net
System) — 3T0 Jjierkag,
[IOPTATHBHAS U IIPOCTAs B
VICIIOJIb30BAHUM YTUIINTA,
IpegHa3HadYeHHas OIS
[mojib30BaTenerd Windows,
cIoCOOHAS IIOCTOSIHHO
OTCJIeXKHMBATh JIOKAJILHYIO CETh
mJ1st OOHaPYKeHU
KOMIILIOTEPOB, 3apaKeHHBIX
0oTHEeTOM. bOTHET BKJIIOYaEeT B
cebss DoS-aTaky, criaM U
KpaXy JaHHBIX, Cpeau
IPOYEero, KOTOPhIe MOT'YT
JIETKO PACIPOCTPAHSITHCS Ha



IPyrue KOMIIbIOTEDPH 1
HCIIOJIb30BaTh UX B KAUECTBE
03kgopoB. Black Forest (Anti
Bot-Net System) — 310
JIeTKas, IOPTAaTUBHAA U
IPOCTasI B UCIIOJIb30BaHUU
YTUJINTA, IPegHa3HaYeHHAs]
714 IoJib3oBaTenen Windows,
CcIoCOOHAS IIOCTOSIHHO
OTCJIeKMBATh JIOKAJILHYIO CETh
mJ1si OOHaPyKEeHU
KOMIIbIOTEPOB, 3apaXKeHHBIX
00THEeTOM. BOTHET BKJIIOUYAET B
cebst DoS-aTaku, criaM U
KpaXy JaHHBIX, Cpeau



IPOYEro, KOTOPhIE MOT'YT
JIETKO PACIPOCTPAHSITHCS Ha
IPyrue KOMIIbIOTEDPH 1
HCIIOJIb30BAaTh UX B KAUECTBE
03kgopoB. Black Forest (Anti
Bot-Net System) — 310
JIerTKas, IOpTaTUBHAS U
IPOCTasl B UCIIOJIb30BAHUU
YTUJINTA, IpefHa3HadYeHHAs]
JISI IoJIb30BaTenern Windows,
CcI0COOHAS IIOCTOSIHHO
OTCJIEKHBATh JIOKAJILHYIO CETh
IJ1st OOHapPyKeHU
KOMIILIOTEPOB, 3apaKeHHBIX
00THEeTOM. BOTHET BKJIIOUAET B



cebs DoS-aTaky, criaM U
KpaXy JaHHBIX, Cpeau
IPOYETO0, KOTOPHIE MOT'YT
JIETKO PACIPOCTPAHATHCS Ha
IPyrue KOMIIbIOTEDPH 1
HCIIOJIb30BaTh UX B KAUECTBE
03kpopoB. Black Forest (Anti
Bot-Net System) — 310
JIeTKas, IOPTAaTUBHAA U
IPOCTasI B UCIOJIb30BaHUNU
YTUJINTA, IPegHa3HaYeHHAs]
JISI IoJIb30BaTenenn Windows,
CcIoCOOHAS IIOCTOSIHHO
OTCJIeKMBATh JIOKAJILHYIO CETh
mJ1st OOHapPyKeHUd



KOMIILIOTEPOB, 3apakKeHHBIX
0oTHEeTOM. bOTHET BKJIIOYAET B
cebss DoS-aTaky, criaM U
KpaXy JaHHBIX, Cpeau
IPOYEro, KOTOPhIe MOT'YT
JIETKO PACIPOCTPAHSITHCS Ha
IPyrue KOMIIbIOTEDPH 1
MCIIOJIL30BATh UX B KQUECTBEe
03kmopoB. Black Forest (Anti
Bot-Net System) — 310
JIerKas, IIOpTaTUBHAS U
IPOCTasl B UCIIOJIb30BAHUHU
YTUINTA, IpefHa3HadYeHHAs]
71 IoJib3oBaTenen Windows,
cIoCcOoOHAs IIOCTOSIHHO



OTCJIEXKVBATh JIOKAJILHYIO CETh
1St OOHaPYXKEeHUSd
KOMIILIOTEPOB, 3apazKeHHBIX
O0OTHETOM. bOTHET BKJIIOUAET B
ceb0sa DoS-aTaku, cnam u
KpaXy JaHHBIX, Cpeau
IPOYEro, KOTOPhIe MOT'YT
JIETKO PACIPOCTPAHATHCS Ha
IPyrue KOMIIbIOTEDPH 1
MCIIOJIb30BATh UX B KAaUECTBE
03kgopoB. Black Forest (Anti
Bot-Net System) — 310
JIerKas, IIOpTaTUBHA U
IPOCTasl B UCIIOJIb30BAHUHU
YTUJINTA, TpefHa3HadYeHHas]



UISI IoIb30BaTenenn Windows,
CIIOCOOHAsI IIOCTOSTHHO
OTCJIEXKMBATh JIOKAJIbHYIO CETh
mJ1st OOHaPyXKeHUs
KOMIIBIOTEPOB, 3apaKeHHEIX
O0THEeTOM. BOTHET BKJIIOUYAET B
cebst DoS-aTaku, ciaM u
KpaXKy JaHHBIX, CPEIU
[IPOYEero, KOTOPbIe MOT'YT
JIETKO PACIPOCTPAHSIThCS Ha
IPYyrue KOMIbIOTEPHL U
HCIIOJIb30BATh UX B KAaUECTBE
03KIOPOB.
PazBepTtriBanueBlack Forest
(cuCcTeMa 3aIlUTEL OT



00THeTOB) — OOHapyXKeHue -
OOHapyKeHNEe IPOUCXOIUT
IyTEM IIOCTOSIHHOT'O
HaOIIOOEeHUS 3a JTOKaJIbHOU
CEeTbI0, YTOOBI HAUTH
KOMIIBIOTEPHI, 3aPaKeHHBIE
OoTHeTOM. - OOHapyxkeHUe
IPOUCXOOUT IIYTEM
IIOCTOSTHHOT'O HAOIIOOEeHHu 3a
JIOKAJIbHOU CETbI0, YTOOHI
HAWTHA KOMIIbIOTEPHI,
3apakeHHble OOTHETOM.
[IIBapuBaney (CucreMa
3aIlUTEL OT O0T-CeTeun) -
AHanu3s - JIoKaJlbHbIEe KOIIUH



(hana (BKIO4Yasad TaHHbIE
KOH(PUTYpalii) 1 COOpaHHBIE
MAHHBIE COXPAHSAIOTCS BO
BPEMEHHHIX (hanjiax, u
co3aeTcsd (pau XKypHasa. -



System Requirements For Black Forest (Anti Bot-Net System):

4 I'T'n unm 6onee OBICTPOE
CeTeBO€e COeNMHEHUE U TOCTYVII
B UHTepHeT. Windows 8.1,
Windows 7 ¢ 64-pa3psagHbEIM
npoiteccopoM unu Windows
Vista ¢ 04-pa3psagHbIM
nporeccopom. 1 I'b O3y (O3Y
MOZKEeT OBITh YMEHBIIIEHO J0
512 MB ¢ 32-pa3psagaou OC) 2
['b cBOOOOHOIO MecTa Ha
XecTkoM nucke 1 I'b
CBOOOOHOI0 MeCTa Ha
JKEeCTKOM [IHCKeE



[10IIOITHUTEILHEBIE
npuMedaHuda: CoOXpaHUTE
MaHHbLIE HA CBOM KOMIIBIOTED M
[IEPEeYCTAHOBUTE UT'PY, YTOORL
[IPOOJIZKUTE UT'PaTh B IPYTUX
MecTaX. CoxpaHeHHEBIe JaHHBIE
HEeJIb34 IIePeHeCTH Ha
Hepabouui anmnapar,

S



