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9TOT CKaHep ysI3BUMOCTEH IIPEeNoCTaBIseT IPOCTON U YIOOHBIN NHTep(ENC 0I5 BHISIBIEHUS U
WCIIPaBJIeHUS ySI3BUMBIX yCTaHOBOK MySQL. CKaHep ys3BUMOCTEN OCHOBaH Ha TEXHOJIOTUHU
CKaHUPOBaHUS ys3BUMOCTEM, pa3paboTanHol Qualys, Inc., 1 cmennanbHO pa3paboTaH [ BHISBIEHUS
CHCTeM, TIOJBEePKEHHBIX PUCKY aTak C UCIO0/Ib30BaHNEM MeTonoB SQL-mHBeKIi. BO3M0OKHOCTH
ScanNow: ¢ OyHKIIUS CKaHUPOBAHUS IIePeN IIPOBEPKOM: 3Ta QYHKIUS CKAHUPYET Ballld TeKyuue Beb-
CepBephl U MHAEKCH Ha HaJluyye NOTeHIMaIbHO YI3BUMEBIX YCTAHOBOK Iepe] IMOAKIoueHneM K 6ase
IaHHBIX. DTO YCKOPSET HayaJlbHAIY [IPOLleCC CKAHUPOBaHuUs. * BribepuTe KOHGUTYpaLUU: BBl MOXKETE
HaCTPOUTH [TapaMeTPH CKaHUPOBAHUS B OKHE CKaHMPOBaHUS, YTOOH [00aBIATh WX yHANIATh
KOH(UTypaluy CKAaHUPOBaHMUS B COOTBETCTBUU C BalllUMU NMOTPEeOHOCTAMU. * BCcTpoeHHEIE
TI0JTb30BaTEIbCKHE OTBETHL: BHI MOXKETEe J00aBUTh CBOM COOCTBEHHHIN IT0Th30BATEIbCKUY OTBET IS
ySI3BUMEIX YCTAQHOBOK. * [IpeiBapuTeNnbHOE CKAHUPOBaHUE (MHAEKC YI3BUMOCTH): 3TOT UHIEKC
IIOMOXKeT BaM UeHTU(DULIUPOBATh YCTAHOBKY Ilepef MOAK/IIoUeHreM K 0a3e JaHHBIX, YTOOH! BB MOTJIN
IIPUHATE Mephl. * PYKOBOACTBO 110 UCNIPaBIEHUIO: COLEPKUT MIOMIAroBeEle NHCTPYKIUY I10 BHIIIOJIHEHUIO
Heo6xoguMoro peMoHTa. CKaHbI BEIJIOXKEHH! 3[IeChk: [JeUThCs U JeIUThCS ONUHAKOBO BEI Bce ele
UIIeTe MPOCTOEe YHUBEPCAIbHOE pellleHue O CKaHNPOBaHUS yYI3BUMOCTel? Torma s HaCTOATEIbHO
pekoMeHayio monpoboBaThk ScanNow. ITO 3pesbii, MHOTOGYHKIIMOHABHEIM CKaHep C MEeXaHU3MOM
CO30aHUs OTYETOB, KOTOPHIM MOXKHO HAaCTPOUTH B COOTBETCTBUHU C BAlIUMU IOTPEOHOCTIMU. ABTOPOM
3TOU cTaThu sABNgeTcsa Cured3, Bemylnas KOMIAaHUS 110 ITIOUCKY YSI3BUMOCTEH, IOOAEPKUBAIOIIA
HECKOJIBKUX KPYIIHBIX IT0CTaBIIMKOB IPOTpaMMHOT0 obecnedenusi. 3arpy3ute ScanNow 3pecsk: [Ipyrue
CTaTh¥ O MTOMCKE ySI3BUMOCTEH BBl MOXKeTe HalTH Ha HallleM caiTe: WU CIeOuTe 3a HaMu B TBUTTEpE:
Cnacu60 3a mpoCcMOTp, Ballla MOAAePKKa OUeHb LIEHUTCS. Yara — OCHOBaHHEBIN Ha ITpaBUJIaX MEXaHU3M
o0HapyXeHUs TOI03PUTENbHLIX (DaliyioB B GaiinoBoi cucteme. [Ipunoxenrue uMeeT UHTEPGENC
KOMaH[IHOY CTPOKH, MOXKET UCII0Ib30BaThCSA B CIIEHAPUAX U NOOAEPKUBAET IOUCK CTPOK U (DaliyioB B
(darinax. 3To IOPT OT POWErpc, HallMCAHHBIN IJIST HOBBIX
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ScanNow — 3To BECIIJTIATHBIN CKaHep KOMaHIHOU CTPOKHU [JId ITOMCKa IKCIJIOUTOB yIaJleHHOI0
Bxoma B MySQL root. ScanNow cKaHMPYeT CIIMCOK Auana3oHoB [P-ampecoB U, eciiu OOuH U3 HUX OymeT
Hali[leH, IONBITAETCS UCIOIb30BaTh yA3BUMOCTh SQL-MHBEKIINY U IONBITAETCS IOAKIIIOUYUTHCS K
ysI3BUMOMY CepBepy. Brl MOXeTe B pexkuMe pearbHOTO BpeMeHHU y3HaTh, ySI3BUM JIM KaKou-1ubo cepBep
OJis oeIpe B Oe3omacHocTy cepBepa CVE-2012-2122 MySQL. Texuudeckas nHpopmanusi ScanNow:
ScanNow — 3T0 GecmyiaTHBEN HHCTPYMEHT KOMAaHIHOU CTPOKH MJIS TIOMCKA YSI3BUMOCTEH yIaleHHBIX
SQL-unbexknuy Ha cepBepax MySQL. ScanNow MoXKeT CKaHUPOBaTh CIIUCOK Auana3oHoB [P-agpecos
WJIY Ouana3oHoB IP-agpecoB u neITaThCA MOOK/IIOYUTHCS K CEPBepaM B 3TUX [Ualla30Hax. Bel Takxke
MOXKeTe UCII0Ib30BaTh ScanNow [ [TOAKIII0YeHUS K CIIMCKaM CepBepOB, CKaHUPOBaHUE KOTOPBIX



3aMJIaHUPOBAHO OJISI CKAHEPOB, U IOIy4YaTh OOHOBIIEHUS B PEXXUME PeasibHOTO BpeMeHH. Bl MoxkeTe
y3HATh, YSI3BUM JIM KaKOH-THO0 cepBep [JIs 9KCIJIONTa B PEKKUMeE PeaybHOr0 BpeMEeHH, a TaKke
IIPOBEPUTH, MOKET T ScanNOw IOAKIIIOYUTLCS K CepBepaM, ¥ IIOCMOTPETh, ObIIM JIM TPEIIPUHSITEL
KaKue-u0o MOMBITKY MoAKIioueHus. [Ipumedanne. Ecnu ScanNow o0HapyXuT nedekT, oH
aBTOMaTU4eCKH NPeyIPenuT Bac B pekrMe PealbHOr0 BpeMeHU U COOOIIUT, oOHapyXKeHa JIn
ys13BUMOCTb. CKaHUpOBaHHEIe [P-afpeca: - 21.14.24.0 - 21.14.29.0 - 21.14.30.0 - 21.14.43.0 - 21.14.44.0
-21.14.49.0 - 21.14.50.0 - 21.14.55.0 - 21.14.56.0 - 21.14.63.0 - 21.14.64.0 - 21.14.70.0 - 21.14.71.0 -
21.14.76.0 - 21.14.77.0 - 21.14.80.0 - 21.14.81.0 - 21.14.86.0 - 21.14.87.0 - 21.14.93.0 - 21.14.94.0 -
21.14.100.0 - 21.14.101.0 - 21.14.106.0 - 21.14.107.0- 21.14.113.0-21.14.114.0 - 21.14.120.0 -
21.14.121.0-21.14.126.0 - 21.14.127.0 - 21.14.133.0 - 14.21.134 1eaed4ebc0
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ScanNow — 3To mporpaMMHOe obecriedyeHue sl JUarHOCTUKY CeTeBOM 6e30MaCHOCTY U BLISIBIIEHUS
aHOMaJIiii, B KOTOPOM HCIIOJIb3YIOTCS HECKOJIBKO MOAYJIel CKAaHMPOBaHUS YSI3BUMOCTEN U CKaHepa
noptoB. OH HallpaBJ/ieH Ha BHISBIIEHKE U OINOBEleHNe 00 YI3BUMOCTSX B I[eJIEBBIX CHCTeMax. ECIH BHI
UIeTe XOPoIIyio OecliaTHyIO anbTepHaTuBy webscan oT ulta B Hammm gHU... YCTaHOBUTH pa3Mep OKHa
Ha (UKCHUPOBAHHYIO MUPUHY (2) YCTaHOBUTDL pa3Mep OKHa Ha (UKCHPOBAHHYIO IIMPUHY Y CTaHOBUTH
pa3Mep OKHa Ha GUKCHPOBAHHYIO MKUPUHY BynbTe 60ee MPOOYKTUBHBIMU ¥ OPTraHU30BaHHBIMHU,
HaCTPOUB pa3Mep okHa Opay3epa! YcraHoBHUTe pa3Mep OKHa Ha GUKCUPOBaHHYIO MIMpuUHY 4,5 - 48,65
ME YcTaHOBUTE pa3Mep OKHa Ha (UKCUPOBAHHYIO LIMPHUHY YCTaHOBUTH pa3Mep OKHa Ha
(GbUKCHpOBaHHYIO MKUPUHY BynbTe 601ee NIPOAYKTUBHLBIMYU ¥ OpraHU30BaHHLIMU, HaCTPOUB pa3Mep OKHa
Opay3epa! * CkayaTh * { MOT'y MOIyYUTh KOMIIEHCAIIMIO 3a MCIIOIb30BaHNe MTAPTHEPCKUX CCHIJIOK B
3TOM TI0CcTe. Bce MHEHUS ¥ peKOMEeH/IAIuH SIBISIOTCS MOUMU COOCTBEHHBIMU U HE 3aBUCST OT
CTOPOHHHUX UCTOYHUKOB. [IpuBeT! Oosbimoe cracu6o! MHe IPHUIIIOCE CAEIaTh YTO-TO I0X0XKee Ha 3TO C
OorpaHN4YeHHHIM 6I0IKeToM [B UTOTe 5 BEIOpan uHCTpyMeHTE Cpanel u Pootle Multiplier gnst
phpMyAdmin u nonae# Habop miaT phpBB CMS ... moka 3T0 paboTaeT, HO eCTh HEKOTOPHIE APyTHE
npo0JieMbl, CBSI3aHHBIE C IIPONYCKHOW CIIOCOOHOCTRIO, TaK YTO 3TO BCerpa paboTa B mpoliecce. A
CJIe[oBaJl BCEM COBETAM I10 YCTPaHEHUIO HETIONaMl0K, HO 9TO He paboTaeT [yl MeHs. 4 yCTaHOBUI
Pootle Ha mpyroi Be6G-cepBep ¢ cPanel Bepcuu 9.3.5.22. I71eKTPOHHBIE MHChMA afiMUHUCTPATOPA
cepBepa 0ToOpaxKaroT IPaBUILHEIN afipec 3JIEKTPOHHOM MOYTH ¥ JOMEHHOe UMs [Jis Beb-cauTa,
KOTOPHIY 5 co3nan Ha Pootle. { He yBepeH, uTo elile nmompo6oBaTh. JItoOble IpeniokKeHnuss OyAyT BEICOKO
meHuTcs. Pootle myist MeHsT HOBUHKA, HO s CJIBIIIAJ, YTO UM OYEHb JIET'KO MOJIb30BATLCS U UTO OH MOXKET
TIEPEUTH OT HYJIS K MOTHOM paboTe MeHee 4eM 3a 2 yaca. He Mory He cornacuthcsi. 1 UCIONb3YI0 €T0
y2Ke O0KOJIO 6 Heflesb, U 9TO CIIacjo MHe Xu3Hb. Crnacu0o 3a OTIIMYHBIN IIaruH. [IpecTaBneHHas
omubKa u mpobiaema: ITnarun Pootle Multiplier Hmuero He menaeT, Korjga Mo¥ cauT paboTaet Ha 2.2.15,
nocnenHel Bepcuu phpBB. 4 He 3Hat0, 4TO genaTh ¢ aTUM.IIpobnema moxoxe B PHP, a He B Pootle. Ha
caMoM fejie, 4YTOOBI PEeInTh 3Ty MpobjieMy, MHe HY2KHO 3aiTu B KaTanoru Pootle mog phpBB u
YCTAHOBUTb MUHUMAIbHYIO BEPCUIO, C KOTOPOM paboTaeT mnaruH. IIpuseT, s
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ScanNow — 3T0 OecniaTHEY aBTOMATH3MPOBAHHBIN MHCTPYMEHT CKAHUPOBAHUS YSI3BUMOCTEN
nH(MOPMaLXOHHOM 6€30ITaCHOCTH ¥ IIPOAYKT 00HapyKeHMs OIMOO0K [ KOPIIOPaTUBHEIX cpel. Ero
MOXKHO KCII0JIb30BaTh [JI1 CKAHMPOBAHUS YI3BUMOCTEM Balllell KOPIIOPATUBHOM CETU Ha Halu4yue
PA3/IMYHBIX THUIIOB OLUIMOOK, TAKUX KaK BHempeHue SQL, MexKcalTOBbIe CIIeHapHH, 00X0[] KaTaIoroB,
TIOJfle/IKa MeXKCauTOBEIX 3alIPOCOB, TepenoiHeHue 0ydepa, MexkcaiTOBEE ClieHapuu, BHepeHre XML
u T. 1. Ero MOXXHO UCITO/Th30BaTh [Ji 00HAPYKEHUS YI3BUMOCTEH B: Balil Be6-cepBep U BCe OCTalbHBIE
cepsephl, Takue Kak FTP, mouta, DNS, AyTeHTuduKaims Be0-caiiToB 1 06a3 JaHHBIX, TAKUX KaK CHCTEMaA



BXOJla B CUCTEMY U CepBEPHbIE YaCTU. BONbIIMHCTBO MOMYIAPHEIX Be0-0pay3epoB YA3BUME /151 aTak C
ncnonb3oBaHueM SQL-uHbeknui. B mpomieiid pa3 Takue aTaky UCIIOIb30BaIUCh AJI1 KOMIpOMETaluu
MHOTHUX KPYIHEIX BeO-caliToB, Takux Kak MySpace, eBay u GoDaddy. MHorue BeG-mpuioxeHus u Beb-
CEPBUCH! TAKxXKe YSI3BUMHI [I7I aTak. 1 cobpas u mpoaHalIu3upoBal CBOI0 COOCTBEHHYIO 0a3y MaHHBIX U3
30 MUITTHOHOB BeO-CaiTOB U 00HAPYKUJII, YTO KaK MUHUMYM 10% 13 HUX yS3BUMEI AJIS aTakK IyTeM
BHeppeHus SQL-koma. BoT npeBbio KHUTH: ba3a faHHBIX, TOKa3aHHas Bhille, Ovina cobpaHa ¢
VICII0/Ib30BaHMEM [IMHHOTO CIIKMCKa 9BPUCTUK XSS, e3XeNHEBHO C UCI0/Ib30BaHNEM KOMOUHAINN
Wappalyzer, youfind u Turtl (Takxke GecrnaTao): Kak pemuts mpo6ieMbl ATaku ¢ moMmornbio SQL-
WHBEKIIUHN IITMPOKO UCIIOIE30BaJIUCh C IIEPBHIX THEN pa3paboTKu BeO-CaiiTOB, TOTOMY YTO OHU IIPOCTHI U
3 pexTuBHLL. BEI MOXKeTe MPOCTO UCIIOIb30BaTh OECIIaTHRIN BeO-CKaHep, KOTOPHIN BCET0 JIUIIb
HEMHOT0 TourpaeT ¢ KogoM SQL, u Bbl 06HapyxkuTe O0IBIIMHCTBO TpobieM. [Ipobnema SQL-uHbEKIMHI
3KCIIyaTHUPOBaiach B Te4eHre HECKOJIbKUX JIeT, ¥ OBbIJIO peaii30BaHO HECKOIBKO pemeHud. Hu omHO
U3 CYIIECTBYIOIIUX PEIIeHUN He ABIseTCs 6e3yIPeyHEIM, U OOBIIMHCTBO U3 HUX MO-TIPEKHEMY
ySI3BUMEI 1711 HOBOTO Habopa aTak. Bce, 4TO BaM HYXKHO, 3TO 3arpy3uTh U 3anyCTUTh ScanNow, YTOOH
00HapyXKHUTh MP06IeMBI, BHEIPUB HECKOIBKO OUeHb ITPOCTHIX ITPABUI OYKUCTKH. BOT NpeiBapuTENbHbIH
IIPOCMOTP HEKOTOPHIX YI3BUMOCTEN: Bam HE06X0AMMO cKadaTh IOCIeNHIOn Bepcrio ScanNow 1
3anmycTuTh ee. Ecnu y Bac BO3HUK/IN TPOOIEMEI, BB MOXKETe HaWTH MOCIEeTHIO BePCUI0 3[IeCh:
Hcnonusiemetit ¢paitn ScanNow: Scannow-5.2.0.zip [TomHBIM CIIHCOK CUCTEMHBIX TPEOOBAaHUM:
OmnepanuonHas cucreMa: Windows, Linux ba3a ganubix: MySQL Be6-cepBep: Apache, nginx, Lighttpd
A3bIK mporpaMMupoBaHud: Java Eciu Baw cepsep ya3BUM A1 SQL-UHBEKINY, BBl HE CMOXKETE
IIOJIyYUTh KaKyio-Tu00 MMoIe3Hy0 nHGOpMaIuio, motoMy 4uto: MeTtomsl SQLi MOXKHO MCIIONIb30BATh IS
3alycKa aTak flaXKe IIPU IYCTHIX TaHHBIX B 0a3e MaHHBIX,



System Requirements For ScanNow:

MunumyMm: OC: Windows 7 unu 6onee mo3nusist Bepcust IIporeccop: Intel Core 2 Duo 2 I'T'1 unu
a"nanorunuuuy [TamsaTe: 2 I'b O3Y I'paduka: nVidia GeForce 8600 GT, ATI Radeon HD 2600 XT unu
ananornyHas DirectX: Bepcus 9.0c CeTs: IIMPOKOIIOIOCHOE OAKIII0OUeHNE K UHTepHeTy XpaHuIulle:
okomo 10 I'b cBoGomHOTO MecTa 3ByKOBasi KapTa: 3ByKOBasi KapTa, coBMecTuMas ¢ DirectX 9.0
IomonHUTEeIbHEIE TPUMeYaHus: S OBl TaKKe IOPeKOMEeHI0BaJl BaM 00HOBUTLCS 10 Windows 7 wiu
6osee mo3gHeN BEPCUH, ECTTU 3TO BO3MOXKHO. HeKOTOpEIe TPorpaMMEL He 3alyCKaloTCs
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